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Unit 7 - Infrastructure 

Digital transformation is fundamental to every aspect of modern life and it is 
likely to be crucial in building a better future following the Covid-19 pandemic. In 
this module you will see how digital transformation can be applied to education. 
More specifically, tools, examples and good practices will be presented in order 
for VET centres to improve, become digitally oriented and make use of technology 
to their advantage. 

Description 



Unit 7 - Infrastructure 
 

Knowledge 
• Have a better understanding on the status of digital education 

readiness  
• Identify the points they should focus on according to their 

objectives  
• Make use of new technologies in their trainings and update their 

curricula with various methods 
Skills 
• Monitor and improve the quality of the provided training  
• Adapt promptly and support learners by offering 

online/distance/blended learning  
• Assess digital education readiness by acquiring key competences  
• Develop and evaluate digital tools 

Attitude 
• Set a goal to reach digital readiness and provide 

high quality services  
• Support the professional development of VET 

trainers 
• Promote digital technology  

Learning outcomes 



Unit 7 - Infrastructure 

• 1. Introduction 
• 1.1 History 
• 1.2 Physical and Virtual Learning Spaces 
• 1.3 Current status and realisation of the digital gap 
 

• 2. Establishment of learning framework 
• 2.1 Physical Learning Spaces 
• 2.2 Virtual Learning Spaces 
• 2.3 Digital Infrastructure 
• 2.3.1 Equipment requirements 
• 2.3.2 ICT backbone and services 
• 2.4 Use of Digital Technology 
• 2.4.1 Implementation of Usage Policy 
• 2.4.2 Use of pedagogical technologies/resources 
• 2.4.3 Privacy and Confidentiality Issues 
• 2.4.4 Safety Issues 
 

• 3.  Conclusion and practical advice 

Curriculum content 
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1.1 History 

IMAGE 

The term learning space 
refers to a physical place 

where teaching and learning 
takes place 

Most of us commonly use 
the term “classroom”, 

however, a learning space 
can refer to both an indoor 

or an outdoor setting, either 
physical or virtual.  

Learning spaces can 
accommodate various uses, 
learning styles and learning 

types such as active, 
passive, kinesthetic, 

vocational and so on.  

The library or a faculty 
office, for example, could be 
considered learning spaces 

as well.  

Image Source Pexels 

https://www.pexels.com/photo/teacher-asking-a-question-to-the-class-5212345/
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Learning spaces have 
differentiated and 

evolved throughout 
the years due to 

different methods of 
instruction.  

For example, direct 
instruction, that is the 
transfer of information 

from a person who 
owns knowledge to 

someone else with less 
knowledge, is used in 

traditional classrooms. 

The Socratic method, 
on the other hand, 

developed 2.000 years 
ago in ancient Greece, 

is based on 
argumentative 

dialogue and is still 
used in seminar rooms 

and lecture halls.  

Finally, hands-on 
learning is a more 

active type of learning 
since learning takes 

place through 
experience and is used 
in outdoor places, labs, 
VET centres and so on.  

 

Image Source Pexels 

https://www.pexels.com/photo/scientist-in-laboratory-3735709/


1.2 Physical and Virtual Learning Spaces 

1.2 Physical and Virtual 
Learning Spaces 

 

Physical Learning Space 

The characteristics of a physical learning space cover 
variables which include size, shape, location, environmental 
characteristics, technological characteristics and many 
more. These characteristics can affect the learning process.  

Take for instance the location of an educational institution 
which affects functional and operational procedures for 
students and instructors or the height of a space which can 
affect if a learner will be able to see a presentation or the 
presenter themselves.  

Virtual Learning Space 

Virtual learning spaces on the other hand, have been 
developed along with the developments in IT. Nowadays, in 
particular, the web is taken for granted since access to the 
Internet is possible almost everywhere 

A virtual space is any location people can meet with the use 
of digital devices. This can refer to both synchronous and 
asynchronous functions. As a result, a virtual learning space 
increases mobility, it is available 24x7 and promotes team 
work and multi-tasking among others.  
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1.3  Current status  

and realisation of  
the digital gap 

 
Physical or 
Virtual 
Learning 
spaces 

• great impact on 
student 
learning and 
consecutively 
on society.  

Winston 
Churchill 
stated: 

• “We shape 
our buildings 
and 
afterwards 
our buildings 
shape us”.  

Research 
shows that: 

learning 
spaces 
which 
support 
active 
learning 
contribute 
to more 
effective 
learning and 
encourage 
different 
types of 
instruction. 

Image Source pxhere 

https://pxhere.com/en/photo/1097243


1.3 Current status and realisation of the 
digital gap 

IMAGE 

Covid-19 pandemic 

•the use of digital 
technologies in 

education has risen 
significantly 

•The Digital Decade 
target is at least 80% of 

citizens by 2030.  

The results of the 2022 
Digital Economy and 

Society Index (DESI) show 
that only 54% of 

Europeans aged 16-74 
have at least basic digital 

skills. 

EU Member States have 
made steps towards 

digitalization, however a 
true digital transformation 
requires people having the 

necessary digital skills. 

Image Source pixabay 
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1.3 Current status and realisation of the 
digital gap 

Frontrunners countries 

Italy, Poland and Greece, 
which started at lower rates, 
have raised their rating over 
the past five years contributing 
this way to the overall positive 
trend of the continuous 
improvement of EU level of 
digitalization.  

 

Denmark Finland 

The Netherlands Sweden 

Images Source pixabay 

https://pixabay.com/


Establishment of 

learning framework 
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2.1 Physical 
Learning Spaces 

   Views 
• the views from the windows once believed to cause distractions. However, recent 

studies have shown that views of nature, especially distance views, can help relax the 
eye and have the potential to restore one’s ability to focus after cognitive activity 

   Natural light 
• it has a positive impact on students’ performance and behaviour although if mislocated 

it can cause discomfort or disability to read, see material presented, etc. 

   Light 
• artificial light is required, especially when natural light is not available, to support 

learning. It can affect learners’ mood but also the educational content, since 
specific lighting may be necessary in labs 

   Acoustics 
• quiet learning spaces with limited or no background noise makes it easier for 

learners to understand what they are taught at a given time.  



 
 
 
 
 

2.2 Virtual 
Learning Spaces 

  
Learning from 
everywhere 

• Technology has drastically changed how learning spaces work. The learning process, that is 
collaboration, communication, research, presentation and so on, has now been made available 
from almost anywhere. There are tools and devices which support all these activities and at the 
same time engage teachers and learners in the process at a greater degree since the ability to 
personalise things provides them with a feeling of ownership and creativity.  

  
Variety of access 

• The use of technology, until very recently, was only for teachers. In other words, they had access 
to a computer, the Internet or a projector and used them in order to make presentations, share 
information or videos with their students. Nowadays, students have more and more access to 
technology, such as Internet access, computers (desktops, laptops, tablets), e-books, interactive 
whiteboards, video conferencing, etc.  

  
Remote Learning 

• Moreover, the Covid19 pandemic made the use of digital resources in education a necessity 
since physical attendance was prohibited for a long time and in cases where remote teaching 
was not possible, the education process fully disrupted.  



Key 
features 

1. Internet 
Connection 

2. Power 
Supply 

3. Proper 
ergonomics 

4. Quiet and 
comfortable 
surroundings 

Οbviously, 
virtual 

learning 
spaces exist in 
digital space… 

…but, a 
physical 

environment is 
also required 



2.3 Digital Infrastructure  

IMAGE 
It consists of the 

physical 
resources which 
are essential to 

enable the use of 
data and devices.  

“Digital infrastructure 
brings together and 

interconnects physical 
and virtual technologies 

such as compute, storage, 
network, applications, 
IaaS, PaaS and SaaS 

platforms to build the 
foundation for a 

company’s digital 
operations”.  

Image source pixabay 

 

https://pixabay.com/el/illustrations/%ce%b9%cf%83%cf%84%cf%8c%cf%82-%cf%80%cf%81%ce%bf%ce%b3%cf%81%ce%b1%ce%bc%ce%bc%ce%b1%cf%84%ce%b9%cf%83%cf%84%ce%ae%cf%82-%ce%b9%cf%83%cf%84%ce%bf%cf%8d-1935737/


2.3      

The concept of classroom has expanded and new 
functionalities have been added. Diverse materials 
can be presented in various ways, new classroom 
activities can be devised, classroom notes can be 

saved and disseminated for further study or a 
speaker from a remote place can join a class 

session.  

• As mentioned before, the 
Covid19 pandemic has 
played a significant role and 
contributed to the digital 
transformation of a great 
number of organisations 
making it vital for them to 
revise their IT strategy 

   

• The emergence of new 
challenges and new 
opportunities means that 
educational institutions will 
have to adapt to these and 
rethink their vision for 
learning and the spaces in 
which it takes place.  

   

Image source pixabay 

https://pixabay.com/el/vectors/covid-19-corona-%ce%b4%ce%bf%ce%ba%ce%b9%ce%bc%ce%ae-5340230/


2.3.1 Equipment requirements 

Desktop or laptop: they 
serve as the central 
system which stores 
information and 
manages lessons 

01 
 

Tablets/e-readers: they 
encourage reading and 
are very popular, 
especially with younger 
students 

02 
Projector/Interactive 
projector: they are 
connected to a 
computer or laptop and 
the content of the 
computer’s screen is 
displayed on a 
whiteboard or any flat 
surface. An interactive 
projector comes with an 
interactive pen to draw, 
write, click or point 
directly on the screen 

03 



2.3.1 Equipment requirements 

Document 
camera/Visualisers: 
they allow teachers to 
project documents on 
large screens and thus 
display a wide variety 
of information 

04 
 

Smartboard/Interactive 
whiteboard:  teachers 
can project any subject 
on their surface. Using 
their finger or a pen 
they can conduct 
lessons but also notes, 
slides or drawings used 
during lessons can be 
saved and accessed at 
a later stage 

05 
LED/LCD panels: they 
are used to better 
project graphic 
representations like 2D 
or 3D animations, 
graphics or audio and 
video presentations 

06 



2.3.1 Equipment requirements 

Wireless 
microphone: it 
allows teachers be 
more mobile, hands-
free and instances 
like tripping or falling 
because of long 
wires are avoided 

07 
 

Speakers: they 
ensure that 
everything said is 
audible to the whole 
class.  

08 
Printer/Scanner: if 
opting for going 
completely digital, 
then you can do 
without a printer. 
Scanners can be 
used instead for 
scanning documents 
or images and then 
processed 
accordingly 

09 
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2.3.2   
 
 

ICT backbone  
and services 
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2.3.2 ICT backbone and services 

WiFi and high speed Internet 
connectivity are essential tools 

which support students’ learning.  

According to a survey, 79% of 
students consider WiFi to be the 
most important service in their 

HE environment, whereas 
Internet/WiFi is one of the top 5 
criteria for the Top 20 University 

Campus awards 2018.  

In fact, the integration of 5G 
networks into education delivery 
will greatly improve the quality 

of the learning experience.  

5G will make educational 
deliveries faster, smoother and 
more reliable since it can hold 
and support about 10 times as 
many devices, in comparison 

with 4G.  

ICT 

Image Source pixabay 

https://pixabay.com/el/vectors/social-media-%cf%83%cf%85%ce%bd%ce%b4%ce%ad%cf%83%ce%b5%ce%b9%cf%82-%ce%b4%ce%b9%ce%ba%cf%84%cf%8d%cf%89%cf%83%ce%b7%cf%82-3846597/


2.3.2 ICT backbone and services 

IMAGE 
ICT 

More and more 
reliance on technology 
means a greater need 

for cybersecurity. 
However, 75% of HE 

institutions lack a 
digital transformation 

plan or impact 
assessments.  

Cuckoo is free 
software which can 

be used in Windows, 
macOS, Linux and 

Android. 

It can analyse many 
different malicious files 
as well as websites and 

provide you with a 
detailed report 

outlining the behaviour 
of the file when 

executed inside a 
realistic but isolated 

environment.  

In order to tackle this 
problem, an open 
source automated 
malware analysis 

system, like Cuckoo, 
can be used.  

 

https://cuckoosandbox.org/  

https://cuckoosandbox.org/
https://cuckoosandbox.org/


2.3.2 ICT backbone and services 
 

Information: its primary function is to provide 
interesting content and information about all 

aspects and activities of the educational institution. 

Communication: it can be a means of 
communication between an institution and its target 

audience, that is existing students and potential 
ones, alumni, business partners and so on.  

Administration: processes such as registration, 
payment, e.t.c. can be completed online through 

the website of an institution.  

Education: electronic libraries, online courses and 
a plethora of other educational materials can be 

found on a school’s website.  

oLet’s see 
some of the 

functions of a 
website; 

oAn 
organisation’s 
website serves 
multiple roles. It 
usually gives the 
first impression so 
it should not be 
only informative, 
but also secure 
and efficient.  



IMAGE 

2.3.2 ICT backbone 
 and services 
An important tool to assess 

an institutions website is 
website checkers.  

For example, HubSpot’s free 
website grader performs a 

mini site audit across a range 
of criteria and gives you insight 
about your page performance, 

security, search engine 
optimisation and mobile 

experience.  

Apart from telling you 
what your strengths are, 

HubSpot website grader also 
informs you on your 

weaknesses and suggests 
ways on how to deal with 

them.  

https://website.grader.com/ 

https://website.grader.com/


2.3.2 ICT backbone and services 
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oCloud services refer to a 
setup of computing 

resources which can be 
shared anywhere no matter 

the location of the users. 

oLet’s see some of the benefits of 
using cloud computing; 

Image Source pixabay 
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2.3.2 ICT backbone and services 
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Benefits 

Cost reduction: instead of managing an on site data centre, 
cloud migration brings several benefits, such as reduced data 
storage costs, minimum data centre maintenance and 
absence of hardware replacement 

Better collaboration: new possibilities of collaboration are 
created since real time collaboration gives power to 
virtual classrooms and supports student communication 

Scalability: a cloud system can grow along and help 
reduce costs associated with facility growth 

Image Source pixabay 
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2.3.2 ICT backbone and services 
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Benefits 

Modern learning environment: educational institutions 
become more desirable and are enabled to provide a 
higher level of learning 

Easy access and resource availability: a cloud based 
platform makes access to materials and resources easier 
regardless of the devices or internet browsers used 

Google Cloud is a paid provider and offers 
solutions to educational institutions which include 

among others: 

--Backup and disaster recovery 

--Infrastructure and application 
modernisation 

--24/7 students support                       
-High performance computing 

https://cloud.google.com/solutions/education


2.4 Use of digital 

technology 

Image Source pexels 

https://www.pexels.com/photo/woman-with-red-light-on-face-5473950/


2.4.1 Implementation 

of Usage Policy 

01. Before getting involved in using the Internet, every school should 
draw up an Acceptable Usage Policy (AUP), also known as fair use policy or 
terms of use.  

02. It is a document which outlines what a user is allowed to do, their 
responsibilities and consequences regarding the use of the Internet and 
digital technologies within the institution for both online and offline usage.  

03. More often than not, it is composed by teachers and leadership 
members. However, students, especially older ones, could be included in 
the process.  



2.4.1 Implementation 

of Usage Policy 

04. It mainly addresses how the Internet and digital 
technologies can be used safely, acceptably and responsibly 
according to the circumstances and needs of each institution.  

05. It is a very significant document for the promotion of good 
practice and safe Internet usage. The main objectives behind an 
AUP are to:  

•educate students, parents and teachers on how 
to use the Internet and various digital 
technologies as learning resources 

•make clear what the strategy of each school 
is on safe Internet usage and the risks involved 
in it 

•provide institutions with protection, i.e., legal 
liability 



2.4.1 Implementation of Usage Policy 

▪ Although the Internet plays a 
great role in children’s lives, even 
from a very young age, they have 
access to it without properly 
knowing the dangers.  

▪ The education on recognising and 
avoiding safety risks, raising 
awareness on various safety issues, 
and taking a responsible approach 
towards its use is of vital 
importance 

What are the points an AUP should 
focus on?  

In most cases, AUPs start with a 
statement of the philosophy of the 
organisation and the reason why 

Internet use is offered to the specific 
users.  

Then, the code of conduct and 
possible sanctions when violating it 
are the most important parts of it.  



2.4.1 Implementation of Usage Policy 

The following, though not limited to them, are some of the most significant points: 
 

  

Internet Safety 

 Where to locate online safety 
advice and guidelines 

 Definition of inappropriate 
material 

 Illegal and harmful use of the 
Internet 

 Use of equipment for commercial 
gain 

 Use of email accounts 

 Sanctions 

 Reporting mechanisms 

 

 
 

 

 

 

 

  
Platforms 

 Digital Learning Platforms 

 Use of email accounts 

 Capturing and storing media 

 GDPR 

 

 
 

 

 

 

 

  
Online 

 Broadband filtering level 

 Searching, downloading and 
browsing websites 

 Copyright guidelines 

 Publishing a school website 

 Online communication such as 
email, social media, online 
forums, messaging etc. 

 Online gaming 

 

 

 

 
 

 

 

 

 



2.4.1   

Implementation  

of Usage 

 Policy 

 The appearance of new needs and challenges mean that an AUP ought 

to be reviewed on a regular basis and necessary updates to be made in 

order to be effective and up-to-date.  

 Take for instance the Covid-19 crisis during which distance learning 

took place and as a result, new learning tools were used so that 

education would not be totally disrupted.  

 In such cases, but also as teaching evolves, an AUP needs to be 

updated and then to be presented to students, teachers and parents so 

as to make them familiar with all the changes.  

 All in all, an AUP should be written in a way easy to read and 

understand and readers should pay attention to it and read it 

thoroughly.  



 

2.4.1 Implementation of Usage Policy 
What are the steps to develop an AUP? They are listed below as suggested by the Irish Internet Safety Awareness Centre:  

 
 

 

  

 Initiate and Establish Structures: Your school can start by deciding who will have the responsibility of enforcing 
the AUP and consider the setting up of a steering group or committee that can oversee the strategy’s 
development and implementation. 

  

• Review and Research: Once formed, the committee can then begin examining key points for inclusion in draft 
proposals. A reference point for all schools is the Webwise AUP Guidelines document. The AUP guidelines 
provide information, advice and support to schools in being proactive in the area of internet safety. 

  

 Preparation of Draft Policy: AUP samples, relevant permission slips, letters to parents and an AUP checklist are 
available on our website. Each can provide you with ideas and tips for forming your AUP policy. However, every 
school is different and AUPs should be amended depending on each school’s own approach and context. 

  

 Circulation and Consultation: The draft AUP should be circulated to staff, students, parents and the board of 
management for consultation, to give all stakeholders the chance to have important input in the final draft. If 
appropriate suggestions are made, the AUP should be amended to include any overlooked entries. 

https://www.webwise.ie/wp-content/uploads/2014/06/WebwiseAUPGuidelines-1.pdf
https://www.webwise.ie/wp-content/uploads/2014/06/WebwiseAUPGuidelines-1.pdf
https://www.webwise.ie/wp-content/uploads/2014/06/WebwiseAUPGuidelines-1.pdf
https://www.webwise.ie/wp-content/uploads/2014/06/WebwiseAUPGuidelines-1.pdf
https://www.webwise.ie/teachers/sample-acceptable-use-policies-2/
https://www.webwise.ie/wp-content/uploads/2014/06/WebwiseAUPGuidelines-1.pdf


 

2.4.1 Implementation of Usage Policy 
What are the steps to develop an AUP? They are listed below as suggested by the Irish Internet Safety Awareness Centre:  

 
 

 

  

 Ratification and Communication: Following the consultation process, the AUP should be put before the board of 
management for ratification. Once ratified, parents and guardians, as well as students, need to be given the policy 
documents, along with a document requesting final agreement from them for the school to implement the AUP. All 
other members of the school community should be notified too. 

  
• Implementation: Internally, the steering committee should plan to implement the AUP on a phased basis over three 

weeks in order to iron out any issues which may arise. 

  
 Monitoring: The strategy should be examined at regular intervals to ensure it is being implemented fully and to identify 

any overlooked issues which might arise. 

  

 Review, Evaluation and Revision: It is vital that your school maintains a strict revision plan not only to evaluate the 
impact of the AUP but also to keep on top of fluid technology developments. After the first three weeks, the operation of 
the new policy should be reassessed and set intervals should be established for the continuing revision and evaluation of 
the AUP. 



2.4.2 Use of pedagogical technologies/resources 
Pedagogical resources, also known as teaching resources, 

are all those means and materials used in order to improve 
and facilitate the teaching and learning activities and 

knowledge acquisition. They can have various forms from 
text books, activity sheets, maps and posters to films, 

videos and multimedia 

Because of the outbreak of the Covid-19 pandemic and 
the restrictions imposed during this period, education 

institutions were forced to make a sudden transition from 
face-to-face education to remote education.  

As a result, the use of digital teaching resources, such as 
videoconferencing tools, educational applications and 
virtual platforms, were used in all level institutions to 
continue the educational process as much as possible.  

Image Source pxhere 
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2.4.2 Use of pedagogical technologies/resources 

For this reason, even international organisations were 
engaged in raising awareness regarding these solutions. 

For example, UNESCO has published a “list of 
educational applications, platforms and resources to help 

parents, teachers, schools and school administrators 
facilitate student learning and provide social care and 

interaction during periods of school closure.”  

 

Moreover, the European Commission has provided the 
European educational community with an online catalogue 
of teaching materials and training opportunities available 

in 23 European languages.  

 Image Source pixabay 

https://pixabay.com/el/vectors/pixel-%ce%ba%cf%8d%cf%84%cf%84%ce%b1%cf%81%ce%b1-pixel-%ce%bd%ce%b1-%ce%bc%ce%ac%ce%b8%cf%89-3674125/


 Most online resources are Open Educational 

Resources (OER) and according to Peter Suber’s 

overview "Open-access (OA) literature is digital, 

online, free of charge, and free of most copyright 

and licensing restrictions. What makes it possible is 

the internet and the consent of the author or 

copyright-holder.“ 

 UNESCO defines OER as “learning, teaching and 

research materials in any format and medium that 

reside in the public domain or are under copyright 

that have been released under an open license, that 

permit no-cost access, re-use, re-purpose, 

adaptation and redistribution by others.” 

 An open license usually states that everyone is 

allowed to use contents in any way, with few or no 

restrictions, requiring only attribution and sharing 

the modifications under the same license.   

 

Image Source pixabay 
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 However, despite the imperative necessity for 

digital resources use posed by the pandemic, there 

are also numerous reasons why more and more 

teachers opt to use them in their classrooms.  

 First and foremost, nowadays children are familiar 

with technology from a very young age so using 

innovative technologies in a classroom not only 

makes lessons more enjoyable but it also motivates 

children to get more involved.  

 In addition, students can take advantage of the 

flexibility offered by digital material, since they are 

always available giving them the possibility to 

access them whenever or wherever they wish.  

 Other than students, teachers can also greatly 

benefit from digital technology. For instance, 

students’ progress can be more closely monitored 

giving teachers valuable insight on areas for 

improvement.  

 

Image Source pixabay 
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 Privacy and 

 Confidentiality 

 Issues 
IMAGE 

2.4.3 

Image Source openclipart  
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According to EU data 
protection rules, also known as 
the EU General Data Protection 
Regulation (GDPR), an 
individual’s personal data, 
either online or on paper, have 
to be respected whenever they 
are collected. “These 
rules apply to both companies 
and organisations (public and 
private) in the EU and those 
based outside the EU who 
offer goods or services in the 
EU, such as Facebook or 
Amazon, whenever these 
companies request or re-use 
the personal data of individuals 
in the EU.”  

 

As stated on the official website of the 
EU, there are various situations where 
personal information is allowed to be 

collected by companies or 
organisations such as:  

they have a contract with you – for 
example, a contract to supply goods or 
services (i.e., when you buy something 

online), or an employee contract 

they are complying with a legal 
obligation – for example, when processing 

your data is a legal requirement, for 
example when your employer gives 

information on your monthly salary to the 
social security authority, so that you have 

social security cover 



 when data processing is in your vital interests – for example, when this 

might protect your life 

 

 to complete a public task – mostly relating to the tasks of public 

administrations such as schools, hospitals, and municipalities 

 when there are legitimate interests – for example, if your bank uses your 

personal data to check whether you'd be eligible for a savings account with 

a higher interest rate 

 

Source: https://ec.europa.eu/info/law/law-topic/data-protection_en  

2.4.3 Privacy  

and 

 Confidentiality 

 Issues 

https://ec.europa.eu/info/law/law-topic/data-protection_en
https://ec.europa.eu/info/law/law-topic/data-protection_en
https://ec.europa.eu/info/law/law-topic/data-protection_en
https://ec.europa.eu/info/law/law-topic/data-protection_en
https://ec.europa.eu/info/law/law-topic/data-protection_en


2.4.3 Privacy and Confidentiality Issues 
In any other situations, an agreement or consent has to be given prior to personal data collection or reuse. 

The consent can be granted either by signing a consent form or by choosing yes on a yes/no option on a 

webpage. What is more, the following information needs to be clearly stated: 

 
 information on the company/organisation that 

will process your data, such as contact details 

 how your personal data will be used 

 how long they will be kept 

 information on other companies/organisations 

that will receive them  

 information on your rights to access, correct, 

delete your data, on how to complain or 

withdraw your consent 

As far as children are concerned, a parent or 

legal guardian is requested to approve the use 

of online services when they use a child’s 

personal data. A parental consent is not 

required for children over 16 or in some EU 

countries over 13. 

Image Source pxhere 

https://pxhere.com/en/photo/1453307


 

 

What about cookies? Cookies are small text files which 

are used by web servers to identify your computer and 

save browsing information.  

Before installing a cookie on a device, a website should 

provide an explanation on how the information will be 

used and give you the right to withdraw your consent. 

 Nevertheless, there are cookies used in order to 

conduct a transmission or provide an online service 

which do not need a consent.  
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Image Source pexels 

https://www.pexels.com/photo/brown-cookie-sandwiches-2759135/


2.4.4  

Safety  

Issues 

However helpful the Internet can be in 
terms of education, there are many 

dangers involved when using it. Let’s 
find out some of them and the ways 

they can be prevented.  

To begin with, while browsing 
the Internet children, especially 
younger ones, can come across 
inappropriate sites or contents.  

This issue can be dealt by 
making children familiar with 

child-friendly search engines to 
ensure they can search the 
Internet safely, for example 

Kidtopia, Kiddle or GoGooligans.  

Another solution would be to 
use traditional search engines 
with safe search settings on.  

https://www.kidtopia.info/
https://www.kiddle.co/
http://www.lures.info/childrens_search/gogooligans.html


2.4.4  

Safety  

Issues 

Online gaming or game applications also play an increasing role in a digital classroom. The first 
concern is about age ratings and making sure that the theme, language and images a game has 
are appropriate for a specific age group.     

In addition to that, online games usually enable players to communicate while playing, either 
by sending messages or by speaking with the use of headset and microphones. This can lead to 
cyberbullying incidents or strangers trying to come in contact with children.  

A measure to be taken against these instances is to advise children not to give out their 
personal information, block other people that make them feel uncomfortable and report the 
any suspicious behaviour to the authorities.  



2.4.4  

Safety  

Issues 

Not only students, but a school faculty itself as well, can also be at risk when computers are 
not properly protected.  

 

Institutions’ computers can be hacked and all the information stored on them, such as 
students’ and staff names, social security numbers, financial data and so on to be stolen, 
deleted or used for a profit.  

 

Being aware of the potential dangers and being suspicious along with security measures can 
make sure that the possibilities of a cyberattack are very low. 

 



The most common type of a cyberattack is malware; that is malicious software. Spyware, trojans and viruses are all examples 
of malware which gives the attacker access to a computer and the ability to monitor a user, steal information or even delete 
files. 

2.4.4 Safety Issues 

Image Source pixabay 
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2.4.4 Safety Issues 
A firewall can also 

prevent unauthorized 
access. Some operating 

systems come with built-
in firewalls but in case it 

does not provide 
sufficient protection, 

extra firewall protection 
can be installed. 

-GlassWire is a freely available firewall 
that: 

-detects threats on your computer 

-warns you of any Internet activity 
related changes on your PC 

-monitors your network and alerts you if 
unknown devices try to connect 

-presents you with detailed statistics 

-Norton 360 Premium is a paid multi-
feature firewall protection option 

that: 

-provides antivirus and anti-malware 
protection 

-includes a secure VPN, parental 
controls, a password manager and 

online cloud backup 

-monitors dark web and alerts you if 
any of your details appear there 

https://www.glasswire.com/?utm_source=cj&utm_medium=affiliate&utm_campaign=5370367&cjevent=aae7b0c2419c11ed809700680a18050e
https://www.glasswire.com/?utm_source=cj&utm_medium=affiliate&utm_campaign=5370367&cjevent=aae7b0c2419c11ed809700680a18050e
https://gr.norton.com/products?_gl=1*1jd42z9*_ga4_ga*LU5CYW5oNTd1RXg4NG9Oc21Tbl8.*_ga4_ga_FG3M2ET3ED*LU5ESkJRVkUxZWRqMDhGVkFNWEguMi4wLjE2NjQ2Mzg2MzAuNjAuMC4w


 Finally, creating strong passwords can delay or 

even prevent someone from getting access to 

your device. 

 

Although hard or tedious it can be, always remember 

the following when creating a password:  

 use at least 8 characters; the longer it is, the 

harder it gets cracked, 

 use upper- and lower-case letters, numbers and 

symbols, 

 don’t use consecutive numbers, birthday dates or 

names, 

 do not use the same password for all your 

accounts, 

 change them regularly. 
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 3 Conclusion 

and practical 

advice 

In order for education systems to take full advantage of digital 

technologies, institutions have to change the way they are managed, 

the way teaching and learning occur and the way research is carried 

out.  

A strategy for the digitalisation of the education system 

needs to be planned and the following actions are 

required so as to be successfully implemented:  

• Setting the direction: realising the needs of the 

institution and defining the strategy 

• Building the foundation: funding digital infrastructure, 

creating policies and standards 

• Developing processes: changes in teaching, learning 

and research require a commitment to the training and 

support of staff 

• Delivering benefits to all actors: students and 

employers are benefited from digitalisation  
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